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Language

(Cmd) C = Skip ‘ C | f ‘ <C> | 01;02 ‘ C] —|—ng | C* ‘ O]HOQ |
let 1 =C,...f,=C, inC

if(B) C] else (5 = (assume(B); () + (assume(—B); Cy)
while(B) C = (assume(B); C')"; assume(—B)

* ¢ € P(Heap X Heap): basic command
e How to model Stack ?
e Allow mutual recursion ?



Operational Semantics

€ FEnv ¥ FName — Cmd

(O, h) MmCdnmCal - on iy

(let f1=C,...fo=CrinC,h) = (let fy=C,...f,=C, in C'" k)

f € dom(n) (h,h') € ¢ h'# fault
(let ... in skip, h) = (skip.h)  (f.h) = (n(f),h) (c,h) - (skip, ')

(C,h) = (Cy, )
(C;C", h) L (C; ' By (skip;C h) = (C h)  (C*,h) 2 (skip + (C;C*), h)

(C,h) 5" (skip. 1)
(Cy 4+ Cy,h) 5 (Cy,h)  (Cy+ Cyh) = (Cyh)  ((O), h) 2 (skip, A)

(Cy, h) 5 (O 1) (Cy, h) 5 (C4, 1)
(Ch[|Co, k) = (CL|Ca, b') - (Ci]|Cayh) = (Ch]|Cy, ') (skip|skip, h) = (skip, h)




Operational Semantics

e FEnv dot FName — Cmd

(Cy, h) 2> fault (Cy, h) = fault (Cy, h) = fault

(C1: Co, h) = fault (C1||Cy, h) 2 fault (C1||Cs, h) 2 fault

f ¢ dom(n) (h,fault) € ¢ (C, h) 27 fault
(f,h) = fault (¢, h) 5 fault ((C), h) = fault
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Worlds (Logical Memory)

r-1 rln

HL'prL Hl)prllll S Hn,pT'n,In

w € World & {(l,s) € LState x SState | wf(l, s)}

| € LState Heap X Perm

fin

s € SState = RName "2 (LState x |Assn)



Worlds (Logical Memory)

H;,pr,

ry

Hy,pry, I

M

HTU prn» ITl

pr € Perm L Token — 0, 1]

t, (r,v,v) € Token " RName x AName x Val*

I

2= (7): dy. (P~ Q) | I, 5




Worlds (Logical Memory)

r-1 rln

HL'prL Hl)prllll S Hn,an,In

ETE i« I f . ) : - e 7 !
; def {(&L ® wp,wg) if wg = wg

1 otherwise.

pry, D pry = At.pry(t) +<1 pri(t)



Worlds (Logical Memory)

r-1 rln

HL'prL Hl)prllll S Hn,pT'n,In

wf(l, s) PEEN 1(l,s)]| is defined A

vr,y, . [(L,s) |p(r,7,0) > 0 = (y,V) € adom((s(7)))

[(1.5)) 2 10 (@, caomeG0 D)

adom(y(xy,...,2,) . (P~ Q) =  {(v,(v1,...,v,)) | v; € Val}

adom (1, I5) o adom(/;) U adom(/s)
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Assertions

(Assn) P,Q:=emp | By Ey, | PxQ | P—-®Q | false | P=Q | 3z. P | ®x. P |
all(Z,7) | [v(Er, .., B0 | [P, | a(BEy, ... Ey)

m

(BAssn) p,gi=emp | By Ey | pxq | p—®q |false | p=q | Jz.p | Ba.p

* X,Y,..:Freelogical variables
* a,f,...: Abstract predicates



Assertion Semantics

(Er— Ea))s, = {(595)

dom(lu) = {[E1]i} A lu([£1]:) = [E:]: }

A lp = Operm /\ s € SState

o (0. Operm), 5) | s € SState}

si = Awi@wy | wy € (Prf)s; ANwa € (P2)s,}

si — AW | Jwi,wewy =wdw Awy € (Pr)s; Awe € (P, }

o = Ui {@, W) vo. W) € (P b

(emp
GPI*PQ

(P, —® Ps

def

6 € PEnv. = PName x Val® — P(World)

: Jef
i € Interp = Var — Val



Assertion Semantics

&L 7)) = {0 B meatomin](7:7) = 1))}

(0B By {((M[[rﬂmm ..... [B.0) — [7].), ) Sﬂjﬂfgjﬁfﬁ}
(P15 = {0 0pem). ) | 3L (1s) € (Phy; As([r]) = (1. [11)}
(a(BEr, ... By = 6(a, [Ed],,- .. [E,].)

6 € PEnv. = PName x Val® — P(World)

: Jef
i € Interp = Var — Val



Simple Equalities

Nesting Is necessary

Locked(x)

T T T
x|, = [PAQ)
r’ Iz r r’
I * Q I‘r * Q I.’
Locked(x) = Jr. [UNLOCK]|] *|x — 1 ;(T 2)
x = |3 [UNLOCK|] * |z — 1], N
< |3 [UNLOCK]]| * |z — 1]}




Outline

* Language and Operational Semantics
* Worlds (Logical Memory)

* Assertions

* |nterferences

e Judgments

 Proof Rules and Soundness
 Examples
 Conclusions and Related Work



[ (

=)

Interference Semantics

N: 3G (P~ Q)5(r,+,7) = {(s,9)

def

0 € PEnv

(r,~v,U) € Token %' RName x AName x Val*

PName x Val* — P(World)

s € SState © RName 2 (LState x |Assn)

[

[::=~(%): dy. (P~Q) | 1,1
[11, Lls(r, v @) = [L]5(0r7,9) U [La] 5(r,7,9)
( Y =N FEros(r') =5(r") )
AL Do, I.s(r) = (16 1o, T) A
== s(ry=U &1, 1) N
3. (1, s) € QPDg,[ng,gHgf] A
\ (', s") G(]QD(‘;,[:EH@',M@"} )



Guarantee

Ge ¢ (w, w")
j ’U)L:€1®€2Aw£:€2@qall(I,T)D

Ir, I, 01,0y, r & dom(ws) A ws = wg|r — (£, I)] A }

((3T7 s v. (wE'n ’LUé) < [[(@US(T))Q]](S(T, 7> ﬁ) A
(wo)p(r,,v) > 0) Vws = wg) A {w]p = [w']p

def

G {(ww)

} UGCU (G¢)!

def

Gs = Gsn{(w.w') | [w]g = [w']u}

Gy < (Gs)*; Gs; (Gs)*

What goes wrong with this?
Gs = (Gs)'



Rely

Ir, 0, 1.7 ¢ dom(ws) A wy = wp, Awg = wg|r— (L, I)] A
|w'| defined A (Y, 0. |w'|p(r,~,7) = 0)

HT:,}(!@'_ (wSrwa) € [[(qu( ))2}]6(? 7 U) A C c\—1
tm=wUWJ(T%)<1}URLMR)



Stability

Definition 4.2 (Stability). stables(F) holds iff for all w, w’ and i, if w € [P],, and
(w,w') € Rs, then w’ € [P];..

Similarly, a predicate environment is stable if and only if all the predicates it defines are
stable.

Definition 4.3 (Predicate Environment Stability). pstable(d) holds iff for all X € ran(é),
for all w and ', if w € X and (w,w’) € Ry, then v’ € X.



Repartitioning

Definition 4.1 (Repartitioning). PE}S‘U Hal () holds if and only if, for every variable
interpretation i and world w, in [P];,, there exists a heap h; in [p], and a residual heap
h' such that |

o hy ® K = |w;|y; and Such that h, @ h' defined ?

e for every heap hy in [¢] ¥ there exists a world w, in [Q],, such that

— hy @ h' = |ws|y; and
— the update is allowed by the guarantee: that is, (wq,ws) € Gs.

-

We write P =>; (Q as a shorthand for P Egemp}{emp} Q.
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Judgments

AT HA{PYC{Q}
AT =A{P}C{Q}

can't Vx.a(x) = P be asugar for Vx.a(x) = P,Vx.P = a(x) ?

Why do we need this?
A

Ai=0 | AVEP = Q| AVZa(@)=P st. agA

=0 | [ {P}f{Q} st. f&T



Configuration Safety

Definition 4.4 (Configuration safety). C,w,n,d, i, Q) safey always holds; and
C,w,n,d,1, safe,,, iff the following four conditions hold:

1. V', if (w,w") € (Rs)* then C,w',n,0,1,Q safe,;
2. —((C, [w]y) > fault);

3. VO, I, if (C, |w]g) > (C', 1), then there Juw’ such that (w,w') € Gy, b = |w'| 4
and C',w',n, 0,1, Q safe,; and

4. if O=skip, then 3w’ such that |w|g=|w'|g, (w,w') € Gs, and w' € Q5.

def

0 € PEnv = PName x Val* — P(World)

: Jef
i € Interp = Var — Val

N € FEnv def FName — Cmd



Judgment Semantics

Definition 4.5 (Judgement Semantics). A;T' = {P} C{Q} holds iff

Vi,n. Vo € [A] . Vn € [Ty, - Yw € [Pls; - Ciw,n, 6,1, Q safegrp

Step-indexing:

Easy for dealing with recursive functions.

But, might be problematic with memoization.
- There might be a coinductive solution.

[2] < {5 pstable(s)}

def T o7 1
' — * Dy, [—v]J

[A, V2. P = Q] < [A]N{0] pstable(d) AYT. [Pl sy C [Qls i)

def

Llnsi = An | VAPYAQ} €T Vw € [Pl;,;. n(f), w,n,0,i,Q sate, }
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Proof Rules

A;TH{P}C {P'} AT H{P}C, {P'}

ATF (PGt Cy (P (CHOICE)

ATF (P} skip (P} OKP)

ATH{P}YC, {P"} A:TH{P"}C,{P'}
AT H{P} Cy; Cy {P'}

A;I'H{P} C {P}

(SEQ) ATF{P}C" {P)

(Loor)

ATH{PYC Q1Y ATH{P) G {Q) s {p} C {d}

AT AP * P} Cy || G2 {Q1 % Q2 (PAR) A;TH{p} C {q} (PRIM)
v ¢ (AT, P.C.Q)
Al QY ATE R C{Q) (D1ss) SRR LR £ (Ex)

A TH{PV P} C{Q} AT+ {3z. P} C {Q}

All rules assume that the pre- and post-conditions of their judgments are stable.



Proof Rules

Fsu {p} C {q} AFP=HIQ {P} f{Q} €T
ATH{PY(C) Q)  ATOMO) AT (P} f Q) (O
AT HA{P}CA{Q} A;THA{P}C{Q'}
A |- stable(R) AFP=P AFQ=0Q |
ATF(P+R ClO+R) (FRAME) ATF{P}CIQ] (CONSEQ)
a occurs positively in R
Al stable(R) ao¢ AT, P.Q
AFA A THA{PIC{Q} A, (VZ. o(F) = R);T - {P}C{Q}
ATH{PIofQr R AT {PIC{Q) R
AT EA{P} Gy -0 AT EAPR} G {Qn}) Recursive Let is derivable.
A AP} [} AP [ {Q.), T H{P}C{Q} But we need a rule

ATF{PYlet f=C)... fr=C,in C {Q} (LET)  ¢or eliminating unused T’

A F P=1P1a} ) means Vo € [A] .PE?}{Q} Q
A - stable(P) means Vé € [A] . stables(P)
A+ A’ means [A] C [A].
All rules assume that the pre- and post-conditions of their judgments are stable.




Frame Rule Bug ?

AT E{P}C{Q}
A |- stable(R)
A;TH{Px R} C{Q * R}

(FRAME)

region name conflict ?

- {x |—>0}skip{xl—>0 }
I stable (yl—>1r)

My Thought (Maybe Wrong):

Clients do not know which region names will be used by modules.

So, if clients use some shared regions, how do they know the region names are
not used by other abstract modules?

In particular, when you frame in abstract predicates using Frame Rule, there is
no guarantee that there are no region name conflicts.



Derived Rule for Module

AEA" AP A{Q1), .. F{PIC{Q}
AF{P}Ci{Q1} AP} fi{@Q1}), ... F{P}C{Q}
AE{P}let L =C... [, =C,in C {Q}
ANFA{P}let /1 =C...f, =C, in C {Q}

PRrRED-I

LET

PrRED-E



Soundness

Theorem 4.6 (Soundness). If A;T'F{P}C{Q}, then A;T = {P}C{Q}.

Lemma 4.7 (Abstract state locahty) If (O, |[wi@ws | i) = (C', h) and C,wy,n, 0,1 i, Q) safe,,

then 3w', w) such that (C,|wy|y) — (C', [u*iJ”)J h = |w] & wyly, (w,w)) € Gs, and
(we, wy) € (Rs)*.
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Lock Specification for Client
[ :

{isLock(x)} lock(x) {isLock(x) * Locked(x)}
{Locked(x)} unlock(x) {emp}

Jdx.ret = x AisLock(x) * Locked(x) }

{emp} makelock(n) { " (ii’f 4 1) — kL ok (x + 11) — _

isLock(x) <= isLock(z) *isLock(x)

Locked(x) * Locked(z) <= false



Lock Specification for Module

Additional Axioms A’ :

isLock(x)

Locked(xz) = dr. |[UNLOCK|] |z +— 1

Jr, Im. [LOCK]. *|(x +— 0 % [UNLOCK]]) V x +— 1

r
I(rx)

def Lock: x+ 0% |[UNLOCK]|] ~~ 1z 1,
UNLOCK: z+—1 ~ x+ 0x[UNLOCK]]



Lock Verification

{isLock(x)}
lock(x) {

{HTJL[LOCKﬂ;$

local b;
do

{Hr.ﬂ.

I(r,x)

(x — 0% [UNLOCK]|}) Vx — 1 ' }

-3

[

LOCK]L #| (x +— 0% [UNLOCK]|]) Vx > 1 ' ]}

I(rx

(b := —CAS(&x,0,1));

T

r

{EI?".?T_ ( x— 1 Ior) ¥ [Lock]” * [UNLOCK]] * b = false ) V

while(b)

( (x — 0 [UNLOCK]]) Vx 1

* [LOCK]|" % b = true )

I(r,x)

{Elr. x = 15, * [LOCK] * [UNLOCK]] * b = false}

¥

{isLock(x) * Locked(x) }

|



Lock Verification

{Locked(x)}
unlock(x) {

{HR[UNLDCKH*

([x]

{Elir'.

= 0);

x — 0 * |[UNLOCK][]

x — 1 Ir[rxj}

I(r,x) }

// Stabilise the assertion.

{Hr.

}
{emp}

(x — 0% [UNLOCK]]

| r
)V X1 I(M)}




Lock Verification

{emp)

makelock(n) {
local x := alloc(n + 1);
{x— _x(x+1)— _*...%(x+n)— _}
[x] = 1;
{x—1x(x+1)— _%...%(x+n)— _}
// Create shared lock region.

{3?‘. X+ 1 :{r}x} % [LOCK]|] * [UNLOCK]] * (x + 1) = _* ... % (x 4+ n) — _}

return x;

+
{3z.ret = z AlisLock(x) * Locked(z) * (x 4+ 1) — _x...% (z +n) — _



Set Specification for Client

{in(h,v)} contains(h,v) {in(h,v)*ret = true}
{out(h,v)} contains(h,v) {out(h,v)*ret = false}
{own(h,v)} add(h, v) {in(h,v)}
{own(h,v)} remove(h,v) {out(h,v)}

own(h,v) * own(h,v) = false
where own(h,v) := in(h,v) V out(h, v)

{emp} mkemp() {®,.out(ret,v)}

is needed to be a concurrent set



External Modules for Set

Lock Module
{isLock(x)} lock(x) {isLock(x) * Locked(x)}

{Locked(x)} unlock(x) {emp}

femp)  makeLock(n) { Jx. rftlf)/\lsw(:k( )E‘xLicIISed( ) }

isLock(x) <= isLock(z) *isLock(x)

Locked(x) * Locked(x) <= false

Sequential Set Module
{Set(h,vs)} scontains(h,v) {Set(h,vs) *xret = (v € vs)}

{Set(h,vs)}  sadd(h,v)  {Set(h, {v}Uuws)}
{Set(h,vs)} sremove(h,v) {Set(h,vs\ {v})}

{emp} mkemp() {Set(ret, @)}



Set Specification for Module

Additional Axioms A’ :

in(h,v) = ds.isLock(h.lock) x [SCHANGE(v)|{ *| Pc(h, v, s) j”(a‘h}
out(h,v) = ds.isLock(h.lock) * [SCHANGE(v)|] *| P¢(h, v, s) ;(qh}

Jus, ws. Set(h.set, vs)

( )

4ot | SCHANGE(v): * [SGAP(ws)]] A ~+ Locked(h.lock) ,
Cls,h) = vs \ {v} = ws\ {v}
\ SGAP(ws): Locked(h.lock) ~~ Set(h.set,ws) % [SGAP(HJS)H)
allgaps(s) = ®ws.[SGAP(ws)];
y . Te o (allgaps(s) * Set(h.set, vs))
P, h,v,s) = dvs. v<dvsA ( V Locked(h.lock) * ([SGAP(vs)]; —® allgaps(s))

where <= € or 4 = ¢



Set Verification

{out(h,v)}

add (h,v)
{35. isLock(h.lock) * [SCHANGE(v)]§ *
lock(h.lock);

P¢ (h,v,s)

C(s,h)

{Ele. isLock(h.lock) # Locked(h.lock) * [SCHANGE(v)|] *

j

Py(h,v,s)

cien)

// use SCHANGE to eztract Set predicate and SGAP permission.

Js,vs.isLock(h.lock) * [SGAP(vs U {v})]] *
ﬂ:‘ Locked(h.lock) * ([SGAP(vs U {v})]] —® allgaps(s)) |

[SCHANGE(v)]] * Set(h.set, fus)}

C'(s,h)

sadd(h.set,v);

| Locked(h.1lock)

* ([SGaP(vs U {v})]] —® allgaps(s)) |,

{39 vs.isLock(h.lock) * [SGAP(vs U {v})]] *

[SCHANGE(v)]§ * Set(h.set, vs U {v})}

C'(s,h)

// use SGAP permission to put back Set and SGAP permission.
{3 isLock(h.lock) * Locked(h.lock) * [SCHANGE(v)|] *

unlock(h.lock);
{EI@ isLock(h.lock) * [SCHANGE(v)]] *

{ln h,v}

Pe(h, v, s)

5

C'(s,h)

PE (h v, ﬁ;)

j

(:Zf(s,h)}
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Conclusions and Related Work

Abstract Predicate
Deny-Guarantee
Context Logic

B. Jacobs and F. Piessens. Modular full
functional specification and verification of
lock-free data structures.

Alternative Approach: Linearizablility



